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(57) Abstract: A method of managing a network 
of sensors in an energy aware manner includes the 
steps of clustering the sensors to minimize energy 
consumption, routing the network (step 44), mod- 
eling the energy available at each sensor (step 45), 
and re-routing the network (step 47) when the sen- 
sor battery level drops to a predetermined value, 
or when the energy model is adjusted because it 
deviates from a sensor's actual energy state. 
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Energy Aware Network Management 

BACKGROUND OF THE INVENTION 

5 Related Application 

[0001] This application claims the benefit of provisional application 
60/309,949, filed August 3, 2001 . 

Technical Field 
10 [0002] The present invention relates to a wi 

[0003] reless data network and more specifically to managing energy 
consumption related to data processing and communication in sensor 
networks. 

15 Background Art 

[0004] Networking of unattended sensors is expected to have a 
significant impact on the efficiency of many military and civil applications, 
such as security and disaster management. These systems process data 
gathered from multiple sensors to monitor events in an area of interest. 

20 Sensors in such systems are typically disposable and expected to last until 
their energy drains. Therefore, energy is a very scarce resource for such 
sensor systems and has to be managed wisely in order to extend the life 
of the sensors for the duration of a particular mission. 
[0005] Sensors are generally equipped with data processing and 

25 communication capabilities. A sensing circuit measures parameters from 
the environment surrounding the sensor and transforms them into an 
electric signal. Processing such a signal reveals some properties about 
objects located and/or events happening in the vicinity of the sensor. The 
sensor communicates such sensed data, usually via a radio transmitter, to 

30 a command center either directly or through a data concentration center (a 
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gateway). The gateway can perform fusion of the sensed data in order to 
filter out erroneous data and anomalies and to draw conclusions from the 
reported data over a period of time. For example, in a reconnaissance- 
oriented sensor network, sensor data indicates detection of a target while 
5 fusion of multiple sensor reports are used for tracking and identifying the 
detected target. 

[0006] Signal processing and communication activities are the main 
consumers of sensor's energy. Since sensors are battery-operated, 
keeping the sensor active all the time will limit the duration that the battery 

10 can last. Therefore, optimal organization and management of the sensor 
network are very crucial in order to perform the desired function with an 
acceptable level of quality and to maintain sufficient sensor energy to last 
for the duration of the required mission. Mission-oriented organization of 
the sensor network enables the appropriate selection of only a subset of 

15 the sensors to be turned on and thus avoids wasting the energy of sensors 
that do not have to be involved. 
[0007] In wired networks, the emphasis has traditionally been on 

maximizing end-to-end throughput and minimizing delay. In general, paths 
are computed to minimize hop count or delay. While wireless networks 

20 inherited such design metrics from their wired counterparts, energy 

constraints and signal interference have become central issues. Signal 
interference has received the most attention from the research community 
due to the growing popularity of wireless consumer devices. 
[0008] There is a need to increase energy efficiency, especially when a 

25 • network consists of remotely deployed unattended sensors. Previous art 
has focused on improving hardware-related energy efficiency aspects of 
wireless communications. Low-power electronics, power-down modes, 
and energy efficient modulation are examples of work in this category. 
[0009] Energy-aware routing has started to receive some attention in 

30 the recent few years, motivated by advances in wireless mobile devices. 
Since the overhead of maintaining the routing table for wireless mobile 
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networks is very high, the stability of a route becomes a major concern. It 
is known that battery power capacity, transmission power, and stability of 
routes are among the issues to be considered in designing a power 
efficient routing protocol. Algorithms have been proposed to select the 
5 routes such that the nodes 1 batteries drain-out time is maximized. The 
reported results have indicated that in order to maximize the lifetime, the 
traffic should be routed such that the energy consumption is balanced 
among the nodes in proportion to their energy reserves. 
[0010] There remains a long-felt need for methods of energy-aware 
1 0 network management that will ensure a desired level of quality-of-service 
(QoS) for data transfer as well as maintaining the life of the network. 

SUMMARY OF THE INVENTION 

[0011] In contrast to prior efforts to improve energy efficiency, our 

15 invention improves the system communication software related to data link 
layer and network layer protocols. Specifically, our invention manages the 
topology of a multi-gateway sensor network based on sensor energy 
consumption and sensor involvement in data collection. The remaining 
battery life in each sensor is mathematically modeled and the model is 

20 updated to reflect the sensor's actual power state. Advantageously, this 
multiple-gateway architecture is scalable to a very large set of sensors 
covering a wide geographic even though the individual sensors are 
typically not capable of long-haul communication. To allow the system to 
cope with additional load and to be able to cover a large area of interest 

25 without degrading the service, our invention utilizes networking clustering 
with multiple gateways. In a preferred embodiment, given the constrained 
transmission range of the sensor and due to the need for conserving 
energy, each gateway is located as close as possible to its sensors. 
[0012] In accordance with an aspect of our invention, the sensors are 

30 arranged in groups, each group being a cluster with its individual gateway, 
and the interconnections of the sensors in each cluster can be rearranged 
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or rerouted to conserve the energy of individual sensors. Each gateway 
includes a cluster-wide routing table for the sensors of its cluster and each 
sensor includes a smaller forwarding table. Thus, certain sensors may be 
connected directly to the gateway of their cluster while others may be 
5 connected to the gateway through other sensors, which connections may 
be rerouted to conserve energy in the individual sensors. Further, the 
rerouting may, in certain situations, involve the transfer of a sensor from 
one cluster and gateway to another cluster and gateway. The gateway of 
each cluster will take charge of sensor organization and network 

10 management based on the mission and available energy in each sensor. 
Knowing which sensors need to be active in signal processing, the 
network topology is dynamically adapted to minimize the energy 
consumed for communication, thus extending the life of the network while 
ensuring quality of service (QoS) for data transmission. 

1 5 [0013] It is an objective of the present invention to provide multi-hop 
communication between any sensor and the gateway. Another objective 
of the invention is to reduce delays resulting from collisions and 
retransmissions at the link layer. 

20 BRIEF DESCRIPTION OF DRAWINGS 

Brief Description of the Several Views of the Drawing 
[0014] FIG. 1 depicts the architecture of a distributed sensor network 
including cluster groups in accordance with one specific illustrative 
embodiment of our invention. 
25 [0015] FIG. 2 depicts another view of the sensor network shown in FIG 
1 and a target that is being tracked by the sensors. 
[0016] FIG. 3 is a block diagram of a typical sensor that is suitable for 

use in the sensor network of FIG. 1 . 
[0017] FIG. 4 is a flowchart of the method steps for managing a 
30 network in accordance with the present invention. 
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[0018] FIG. 5 shows a total cost equation used in one illustrative 

embodiment of our invention. 
[0019] FIG. 6 shows the individual cost factors that make up the total 

cost equation of FIG. 5. 
5 [0020] FIG. 7 depicts a mathematical algorithm for determining the 

least cost route for a network that is suitable for certain embodiments of 

our invention. 

[0021] FIG. 8 depicts an illustrative protocol showing a sequence of 
data transfers that are passed to a gateway in accordance with a specific 
1 0 illustrative embodiment of our invention. 

[0022] FIG. 9 shows data slot assignments such as those used with a 
specific illustrative embodiment of our invention. 

List of Reference Numbers for the Major Elements in the Drawing 
1 5 [0023] The following is a list of the major elements in the drawings in 
numerical order. 

10 first sensor cluster 

1 1 command node or processor 

1 5 gateway node (first sensor cluster) 

20 20 second sensor cluster 

25 gateway node (second sensor cluster) 

30 third sensor cluster 

35 gateway node (third sensor cluster) 

41 method step - deploying sensors 

25 42 method step - determining geographic location of each 

sensor 

43 method step - clustering sensors to minimize energy 
consumption 

44 method step - forming data routes 

30 45 method step - modeling the energy available for each 

sensor (at the gateway) 
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46 method step - detecting environment and relaying data 

47 method step - adjusting data routes 

100 wireless sensor 

101 receiver (part of sensor) 

5 102 transmitter (part of sensor) 

* 

1 03 processing circuitry (part of sensor) 

104 sensing circuitry (part of sensor) 

1 05 clock (part of sensor) 



10 DETAILED DESCRIPTION OF THE INVENTION 
Mode(s) for Carrying Out the Invention 

[0024] Referring to FIG. 1 , the system architecture of a sensor network 
is depicted. In this architecture, the individual wireless sensors 100 are 
grouped into clusters, 10, 20, and 30, controlled by a single command 

15 node or processor 11. These wireless sensors 100 are responsible for 
probing the environment to detect a target or an event. The sensors 100 
are typically only capable of short-range radio communication. Every 
cluster, 10, 20, and 30, has an associated gateway node, 15, 25, and 35, 
that manages sensors in the cluster and that includes a cluster-wide 

20 routing table for its sensors. In one embodiment, the sensors 100 are 
clustered based on communication range. In other embodiments, the 
sensors 100 are clustered based on the number, types, and geographic 
locations of the individual sensors 100. 
[0025] Sensors receive commands from and send readings to its 

25 gateway node, which processes these readings. A gateway node can 
track events or targets using readings from sensors in any clusters as 
deemed by the command node. However, sensors that belong to a 
particular cluster are only accessible via the gateway of that cluster. 
However, in further embodiments, each gateway routes sensor data from 

30 its cluster to other gateways. 
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[0026] The command node or processor 11 is remotely deployed away 
from the sensors. The command node clusters the entire sensor network 
and arbitrates jobs among gateways. Gateway nodes, which are 
significantly less energy-constrained than the sensor, interface the 
5 command node with the sensor network via long-haul communication 
links. The gateway node sends reports generated through fusion of 
sensor readings, such as, for example, location and bearing of detected 
targets, to the command node. The command node presents these 
reports to the user and performs system-level fusion of the collected 

1 0 reports for an overall situation awareness. 

[0027] Referring now to FIG. 3, each sensor 100 is capable of 
operating in an active mode or a low-power stand-by mode in which the 
sensing 104 and processing 103 circuits are powered off; associated with 
each processing circuit 103 or incorporated therein is a forwarding table 

1 5 for that sensor. In addition both the radio transmitter 102 and receiver 101 
of each sensor 100 can be turned on and off independently and the 
transmission power can be programmed based on the required range. 
Each sensor 100 can act as a radio relay to forward data from another 
sensor. Certain of these capabilities, such as a low power standby mode, 

20 are available on wireless sensors available in the art, such as an Acoustic 
Ballistic Module from SenTech Inc. 
[0028] The on-board clock 105 of each sensor 100 is synchronized with 
a clock at its associated gateway, 15, 25, and 35. Clock synchronization 
can be achieved via the use of the global positioning satellite (GPS) 

25 system or through the exchange of synchronization messages. 

Advantageously, the gateway, 15, 25, and 35, of a particular cluster, 10, 
20, and 30, manages the sensors within the cluster based on their 
geographical location, recent sensor readings, remaining sensor's energy 
and current mission. Specifically the gateway 15, 25, or 35, dynamically 

30 reconfigures the sensor network within its cluster, 10, 20, or 30 and directs 
the sensors to turn on and off their communication and processing circuits. 
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In addition, the gateway collects the readings of a selected subset of the 
sensors in the cluster and fuses such readings prior to reporting to the 
command node or processor 11. 
[0029] Clustering the sensor network allows for the increased role of 
5 the gateway in the sensor organization and network management. 

Organizing the sensors means selecting a minimal set of sensors that has 
to actively monitor the environment and process sensed signals. Sensor 
organization is application specific and depends on the sensed data over a 
period of time. For example, organizing the sensors to accurately track a 

1 0 target depends on the direction and speed of the target Mechanisms are 
available to perform such mission-oriented sensor organization. 
[0030] The gateway node 15, 25, or 35 will act as a cluster-based 
centralized network manager that sets routes for sensor data, monitors 
latency throughout the network, and arbitrates medium access among the 

1 5 sensors 100. The gateway 15, 25, or 35 tracks energy usage at every 
sensor and changes in the mission and the environment. The gateway 
configures the sensor and the network to operate efficiently in order to 
extend the life of the network. For example, the gateway 15, 25, or 35 can 
instruct sensors 100 that are active in sensing and signal processing to 

20 transmit at a low power that covers only very short range, and rerouting 
the network to set up multi-hop routes by instructing other sensors in the 
vicinity to forward the data. 
[0031] A medium access control (MAC) mechanism allows sensors to 
selectively turn off their receivers when not needed. The gateway node 

25 tracks resource consumed at the sensors and sets up a deterministic 
schedule for the sensors to turn on and off their radio transmitters and 
receivers. In addition, controlling transmitting and receiving circuits also 
reduces radio interference (noise) among the nodes and thus allows 
sensors to communicate reliably using low transmission energy and 

30 reduces the error rate. 
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[0032] Store-and-forward schemes for wireless networks such as IEEE 
802.1 1 have a sleep mode in which nodes turn off. To avoid the loss of 
packets while a sensor is in sleep mode, the gateway can act as a 
buffering interface. Store-and-forward schemes also allow for local 
5 retransmissions not involving higher network protocols layers. 

[0033] An energy-aware protocol sets up and maintains network data 
routes between sensors that are randomly deployed over an area. A 
power-aware time division multiple access (TDMA) based MAC protocol 
coordinates the delivery of data to receivers under the control of the 

10 gateway 15, 25, or 35. In our invention, the gateway performs the slot 
assignment based on its routing decisions. Advantageously, the up-link 
communication is more frequent than the down-link communication 
leading to less control overhead and thus higher bandwidth efficiency. 
The gateway 15, 25, or 35 informs each sensor 100 of its state to set the 

1 5 appropriate mode of operation. 

[0034] The sensor network is managed with a main objective of 
extending the life of the sensors in a particular cluster. The system 
topology is adjusted using routing and media access control (MAC). 
Sensor's energy is central in deciding on changes to the networking 

20 topology and in setting routes. Messages are routed through multi-hop to 
preserve the transmission energy of the sensors. Latency in data delivery 
and other QoS attributes are also considered in the routing decision. In 
addition, message traffic between the sensors and the gateway is 
arbitrated in time to avoid collision and to allow turning off the sensor radio 

25 when not needed. 

[0035] The gateway nodes 15, 25, and 35 assume responsibility for 
sensor organization based on missions assigned to every cluster. Thus 
the gateway will control the configuration of the data processing circuitry of 
each sensor 100 within the cluster. Advantageously, assigning the 

30 responsibility of network management within the cluster to the gateway 1 5, 
25, and 35 increases the efficiency of the usage of the sensor resources. 
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The gateway 15, 25, and 35 can apply energy-aware metrics to the 
network management based on sensor participation in a current mission 
and available energy per sensor. Since the gateway 15, 25, and 35 sends 
configuration commands to sensors, the gateway 15, 25, and 35 has the 
5 responsibility of managing transmission time and establishing routes for 
the outgoing messages. Therefore, managing the network topology for 
message traffic from the sensors can be seen as a logical extension to the 
gateway 15, 25, and 35 role, specially all sensor 100 readings are 
forwarded to the gateway 15, 25, and 35 for fusion and application-specific 

10 processing. 

[0036] Transmission routes between each sensor 100 and its 
respective gateway nodes 15, 25, or 35 are represented in a table that 
specifies the path of messages between a sensor or node and another 
sensor or node. Setting routes for sensor data are performed in a gateway 

15 15, 25, or 35 that knows the cluster topology. Both centralized and 

distributed routing requires maintenance of the routing table every time the 
network topology changes. While distributed approaches are scalable for 
larger networks, updating routing tables and ensuring consistency among 
the local versions that the sensor nodes has consumed significant 

20 computation and communication resources, thus limiting the portion of the 
already limited sensor's energy that can be dedicated to serve the 
application. In addition, exchanging routing messages among the sensors 
will create excessive traffic that drains unnecessary energy since radio 
receivers of the sensors may overhear the routing message transmissions 

25 not destined to them. 

[0037] On the other hand, our centralized routing scheme, based on 
clusters is simple and fits the nature of the sensor networks. Since the 
sensor is committed to data processing and communication, it is 
advantageous to offload routing decision from the resource-constrained 

30 sensor node. In addition, since the gateway 15, 25, or 35 has a cluster- 
wide view of the network, the routing decisions should be more efficient 
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than the decisions based on local views at the sensor level. Given that the 
gateway organizes the sensor 100 in the cluster, it can combine the 
consideration for energy commitments to data processing, remaining 
sensor energy, sensors 1 location, acceptable latency in receiving the data 
5 and link traffic in setting message routes efficiently. Moreover, knowledge 
of cluster-wide sensor's status enhances the robustness and effectiveness 
of media access control because the decision to turn a node's receiver off 
will be more accurate and deterministic than a decision based on a local 
MAC protocol. Although centralized routing can bound scalability to large 

10 number of sensors in a cluster, more gateways can be deployed. The 
system architecture promotes the idea of clustering to ensure scalability. 
[0038] The sensor nodes in a cluster can be in one of four main states: 
sensing only, relaying only, sensing-relaying, and inactive. In the sensing 
state, the node's sensing circuitry is on and it sends data to the gateway in 

1 5 a constant rate. In the relaying state, the sensor does not sense the target 
but its communications circuitry is on to relay the data from other active 
nodes. When a sensor is both sensing the target and relaying messages 
from other nodes, it is considered in the sensing-relaying state. 
Otherwise, the sensor is considered an inactive sensor and can turn off its 

20 sensing and communication circuitry. The decision of determining the 
node's state is done at the gateway based on the current sensor 
organization, sensor battery levels, and desired network performance 
measures. 

[0039] In each cluster, the gateway 15, 25, or 35 uses model-based 
25 energy consumption for the data processor 103, radio transmitter 102 and 
receiver 101 to track the life of the sensor battery 106 as shown in FIG. 3. 
Periodically, the gateway will adjust its views of the sensor's remaining 
energy by querying all active sensors for the actual levels of the battery 
energy. The basic operation of the network consists of two alternating 
30 cycles: data cycle and routing cycle. 
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[0040] FIG. 2 shows an example of a typical cluster of a sensor 

network during a target-tracking mission. During the data cycle, the nodes 
sensing the target send their data to the gateway. During the routing 
cycle, the state of each sensor in the network is determined by the 

5 gateway and the nodes are then informed about their newly assigned 
states and how to route the data. 
[0041] There will be some inaccuracy in the gateway's energy model 
due to the overhead and data packet dropping. The model approximation 
is still accepted since we believe that the refreshing updates, together with 

10 the fine-tuning of routing parameters, can correct deviations within certain 
tolerable limits. The high computational overhead at the gateway is also 
acceptable since it has a far more relaxed power constraint than the 
sensor nodes. The scalability issue of source routing is addressed using 
clustering of the network, where each cluster is managed by its gateway 

15 node. 

[0042] Referring to FIGS. 4 and 5, we can generally describe our 
method steps of routing 44 and rerouting 47 the network as a least-cost 
routing path optimization problem. This least-cost routing problem is 
extended to add delay constraints to guarantee end-to-end delay 

20 requirements. 

[0043] FIG 7 shows how the routing function (steps 44 and 47) of our 
method can be partially represented by an extended Dijkstra's algorithm. 
This function can be considered as the transpose of the one-to-some 
shortest algorithm.. ,Tp optimize the routing, our objective function needs to 

25 consider many other factors, mainly the power conservation and delay 
reduction. As for the problem of path-constrained routing, the same 
approach of extended Dijkstra's algorithm can be used while eliminating 
any infeasible path, which can not satisfy the delay constraint. 
[0044] Given a cluster of the sensor network, we assume they are 

30 connected by bi-directional wireless links with a cost associated with each 
direction. Each link may have a different cost for each direction due to 
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different energy levels on the nodes at each end. The cost of a path 
between two sensors is defined as the sum of the costs of the links 
traversed. For each sensing-enabled node, the routing algorithm should 
find a least-cost path from this sensor to the gateway. The routing 
5 algorithm can find the shortest path from the gateway to the sensing- 
enabled nodes using the transpose property. 
[0045] Up to this point, our routing algorithm is almost a typical Dijkstra 
algorithm. We have extended this algorithm to take into consideration 
power conservation, delay optimization and other sensor-related 

1 0 properties. First, the cost function for each link is redefined to take into 

consideration the nature of the sensor network environment. Then, we will 
define new procedures to customize the routing more for the sensor 
network environment. Advantageously, our centralized adaptive routing 
approach reacts to the changing conditions within the network where 

15 information is gathered from all nodes under a centralized control. 

[0046] Referring back to FIGS. 5 and 6, the new link cost function for a 
wireless network is shown. The step 44 of routing the network consists of 
building a node-to-node link list that minimizes the cost function shown in 
FIG. 5. The cost function is a summation of the cost factors required for 

20 the link between each two nodes, i and j, 

[0047] The communication cost factor CF1 is a power-related factor 
that reflects the cost of the wireless transmission power which is directly 
proportional to the distance raised to an exponential power L that is 
dependent on the nature of the environment. The closer a transmitting 

25 sensor is to a destination gateway, the less its communication cost factor 
CF1 will be, making that node-to-node link more attractive for routing. The 
incremental change in transmission power over distance CO is the power 
required by the transmission circuitry. Only a small portion of the 
transmitted signal is received, so the actual transmission power increased 

30 exponentially L with distance. 
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[0048] The energy available cost factor CF2 is a power-related factor 
that favors the nodes with more energy during the routing step 44. The 
more energy the sensor contains, the better it is for routing. The nodes 
with abundant energy are expected to last long and, thus increase the 
5 reliability to the paths selected for routing. The function F models the 
available energy in each sensor's battery. 
[0049] Energy consumption rate cost factor CF3 considers the present 
energy consumption rate C2, the maximum time that the sensor can 
function as a sensing sensor MAXTIME, and the expected time Tj at the 

1 0 present consumption rate. The energy consumption rate cost factor CF3 
increases when a sensor battery is depleted of energy and disfavors over- 
used nodes even if they have a lot of energy remaining. 
[0050] Enabling cost factor CF4 represents the sum of the relaying 
enabling cost C3 and the sensing enabling cost C4 for each particular 

15 sensor. These enabling costs are the energy overhead required to enable 
the sensor sensing and data relay functions. The enabling cost factor CF4 
factor favors using presently enabled versus presently inactive nodes and 
disfavors using sensing-enabled nodes as relay nodes, since each of 
these nodes already consume some energy in their sensing circuits. 

20 Advantageously, the enabling cost factor CF4 allows the sensor network to 
consume the minumum amount of power and still allow for maximum 
target coverage. 

[0051] Routing cost factor CF5 limits a sensor to a maximum number of 
connections. An extra cost C5 is used to avoid adding communication 

25 paths that exceed the limit of connections per relay. This factor helps to 
disfavor overloaded relay-enabled nodes in order to extend their lifetimes. 
Advantageously, the use of a routing cost factor CF5 increases the overall 
system reliability because nodes that are on more than one transmission 
are more critical than nodes that are on a single transmission path. 

30 [0052] Delay cost factor CF6 considers the speed cost C6 of wireless 
data transmission. The farther the sensor from the gateway, the more 
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delay it takes the wireless communication to transmit a message from it. 
The delay cost factor CF6 factor favors closer nodes over more distant 
nodes. 

[0053] Queuing cost factor CF7 considers the overall load cost C7, for 
5 example, a store and forward process for each message whose route 
passes through a sensor. The queuing cost factor CF7 factor also 
considers the overall data message load at a relay node, where the overall 
load is the total number of sensing-enabled nodes whose data messages 
are sent via routes through this sensor to the gateway 15, 25, or 35. The 

10 queuing cost factor CF7 disfavors the relay nodes with longer queue- 
lengths, allowing the system to avoid dropping or delaying data packets. 
[0054] In order to satisfy some network performance metrics in the 
routing algorithm, the gateway should know the remaining capacity in each 
node's battery. Instead of requiring each sensor to inform the gateway 

15 about its remaining battery capacity, which may consume a lot of battery 
energy, the gateway maintains an energy model for each node. The 
gateway updates this model with each packet received by changing the 
remaining battery capacity for the nodes along the path from the initiating 
sensor node to the gateway. 

20 [0055] The energy model can deviate from the actual sensor battery 
level due to inaccuracy in the model, packet drop due to communication 
error, or packet drop.due to a buffer overflow at a node. This deviation 
may lead to inaccuracy in the routing decisions, which may affect the 
network performance. To compensate for this deviation, the nodes refresh 

25 the gateway's energy model periodically (with a low frequency). All nodes, 
including inactive nodes, send their refresh packets at a pre-specified time 
and then turn their receivers on at a predetermined time in order to hear 
the gateway's routing decision. This requires the nodes and gateway to be 
synchronized as assumed earlier. 

30 [0056] If a node's refresh packet is dropped due to communication 
error, the gateway assumes that the sensor is nonfunctioning during the 
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next cycle, which leads to turning this node off. However, this situation 
can be corrected in the next refresh. On the other hand, if a routing 
decision packet from the gateway to a node is dropped, we have two 
alternatives: 

5 [0057] The node can turn itself off. This has the advantage of reducing 
collisions but may lead to loss of data packet if the node should be in the 
sensing or relaying state. Missing sensor's data might be a problem 
unless tolerated via the selection of redundant sensors and/or the use of 
special data fusion techniques. 

10 [0058] The node can maintain its previous state. This can preserve the 
data packets especially if the node's new state happens to be the same as 
its old state. However, if this is not the case, the probability of this node's 
transmissions colliding with other nodes' transmissions increases. 
[0059] Advantageously, our inventive method includes a rerouting step 

1 5 47 that can be dynamically adjusted to optimally respond to changes in the 
sensor organization. For a target tracking sensor network, the selected 
sensors will vary as the target moves. Changes in the selection of active 
sensors will have to be accommodated by the routing algorithm in order to 
ensure that delivery of the sensed data and the proper tracking of the 

20 target. In addition, the gateway, 15, 25, or 35 will continuously monitor the 
available energy level at every sensor that is active in data processing 
(sensing) or in forwarding data packets (relaying). Rerouting is based on 
the following three criteria: 

1 . Sensor reorganization: The gateway may perform rerouting if an 
25 event happens that requires the reselection of active sensors. 

2. Sensor Battery Energy Level: The gateway may perform 
rerouting if the battery level of any active sensor drops to a certain 
level. 

3. Energy Model Adjustment: Rerouting can also occur after 
30 receiving an updated status from the sensors. Changes to the 
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energy mode! might affect the optimality of the current routes, and 
thus new routes have to be generated. 
[0060] All nodes turn their receiver 101 on at a predetermined time in 
order to hear the gateway's routing decision and their local routing table (if 
5 the node's new state is relaying.) This means that all rerouting should be 
done at the same predetermined time. In order to conserve the energy of 
the nodes, especially as the refresh packets are transmitted directly 
without relaying from nodes to the gateway, the refresh cycle is performed 
at a low frequency. 

1 0 [0061] Although the new routing protocol is independent of the MAC 
layer protocol, choosing a certain MAC layer protocol enhances the 
performance. Recent research results pointed out that the wireless 
network interface consumes a significant fraction of the total power. 
Measurements show that on a typical application like web-browser or 

15 email, the energy consumed when the interface is on and idle is more than 
the cost of receiving packets. This is because the interface is generally 
idle longer than actually receiving packets. Furthermore, switching 
between states (i.e. off, idle, receiving, transmitting) consumes time and 
energy. Therefore, in a wireless system the medium access protocols can 

20 be adapted and tuned to enhance energy efficiency. 

[0062] In one embodiment, our inventive method uses a time division 
multiple access (TDMA) based MAC layer where the slot assignment is 
managed by the gateway 15, 25, or 35. The gateway 15, 25, or 35 informs 
each sensor about slots in which it should listen to other nodes' 

25 transmission and about slots which the sensor can use for its own 
transmission. 

[0063] FIG 8 shows an example of a typical sequence of phases. The 
protocol consists of four main phases: data transfer, refresh, event- 
triggered rerouting, and refresh-based rerouting phase. In the data 
30 transfer phase, sensors send their data in the time slots allocated to them. 
Relays use their forwarding tables to forward this data to the gateway. 
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Inactive sensor nodes remain off until the time for sending a status update 
or to receive route broadcast messages. 
[0064] The refresh phase is designated for updating the sensor model 
at the gateway. This phase is periodic and occurs after multiple data 
5 transfer phases. Periodic adjustments to sensors' status enhance the 

quality of the routing decisions and correct any inaccuracy in the assumed 
sensor models. During the refresh phase, each sensor in the network 
uses its pre-assigned slot number to inform the gateway of its status 
(energy level, state, position, etc). Any sensor that does not send 
10 information during this phase is assumed to be nonfunctioning. If the 

sensor is still functioning and a communication error caused its packet to 
be lost, its state may be corrected in the next refresh phase. The slot size 
in this phase is less than the slot size in the data transfer phase as will be 
explained later. 

15 [0065] As previously discussed, rerouting (step 47) is required when a 
sensor's energy gets below a certain threshold, after receiving a status 
update from the sensors, or when there is a change in the sensor 
organization. Since the media access in our approach is time-based, 
rerouting has to be kept as a synchronous event that can be 

20 prescheduled. To accommodate variations in the rate of causes of 
rerouting, two phases are designated for rerouting and scheduled at 
different frequencies. The first phase is called event-based rerouting and 
allows the gateway to react to changes in the sensor organization and to 
drops in the available energy of one of the sensors below a preset 

25 acceptance level. The second rerouting phase occurs immediately after 
the refresh phase terminates. During both phases, the gateway runs the 
routing algorithm and sends new routes to each sensor in its pre-assigned 
slot number and informs each sensor about its new state and slot numbers 
as shown in Table 1 . Given that events might happen at any time and 

30 should be handled within acceptable latency, the event-based rerouting 
phase is scheduled more frequently than the refresh-based rerouting. If 
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there has not been any events requiring messages rerouting, the event- 
triggered rerouting phase becomes an idle time. 



Table 1: Summarized Description for MAC Protocol Phases 



Phase 


Initiated by 


Schedule 


Actions 


Data send 


Active sensors 


Assigned time slot 


Send or forward 
data packets 


Refresh 


All sensors 


Pre-assigned time 
slot 


Inform gateway of 
sensor's state 
(energy level, state, 
position, etc.) 


Refresh-based 
rerouting 


Gateway 


After refresh phase 


Setup routes based 
on updated sensors 
model. 


Event-triggered 
rerouting 


Gateway 


Periodic 


Setup routes to 
handle changes in 
sensor selection 
and energy usage. 



5 



[0066] The lengths of the refresh and reroute phases are fixed since 
each sensor in the sensor network is assigned a slot to use in 
transmission during the refresh phase and to receive in it during the 
reroute phases. Similarly, the length of the data transfer phase is fixed. 

10 Although the number of active nodes changes from a rerouting phase to 
another, the length of the data transfer phase should be related to the data 
sending rate and not to the number of active nodes. If the length of the 
data transfer phase is dependent on the number of active nodes, then a 
sensor may consume power while it has nothing to do. It should be noted 

1 5 that during system design the size of the data transfer phase should be 
determined to accommodate the largest number of sensors that could be 
active in a cluster. Since the length of all phases is fixed, the period of the 
refresh and rerouting phases can be agreed upon from the beginning and 
does not have to be included in the routing packets. 

20 [0067] The description for the packets of the corresponding phases is 
shown in the Table 2. In the data packet used in the data transfer phase 
includes the originating sensor ID so that the gateway can adjust the 
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energy model for the sender and relay sensors. In addition, the sensor ID 
identifies the location and context of the sensed data for application- 
specific processing. The refresh packet includes the most recent 
measurement of the available energy. In a preferred embodiment, the 
5 sensors 100 are mobile and can be moved to new geographic locations as 
required by a particular mission. 



Table 2: Description of the various packet types 



Source 


Destination 


Type 


Contents 


Sensor 


Gateway 


Data 


ID of originating 
node 

* Data payload 


Sensor 


Gateway 


Refresh 


* ID of originating 
node 

Source node's 
battery level 

* Coordinates of 
source sensor 
(optional) 


Gateway 


"Inactive" Sensor 


Rerouting 


* ID of destination 
node 


Gateway 


"Sensing" Sensor 


Rerouting 


* ID of destination 
node 

Data send rate 
Transmission range 
Time slots for 
sending data 


Gateway 


"Relaying" Sensor 


Rerouting 


* ID of destination 
node 

* Forward table 

* Time slots for 
sending data 



[0068] The content of a routing packet depends on the new state of the 
1 0 recipient sensor node. If a sensor 1 00 is inactive, the packet simply 

includes the ID of the destination node. If a sensor 100 is set to sense the 
environment, the packet includes the data sending rate and the time slots 
during which these data to be sent. In addition, the nodes that are to be 
set for sensing will be told the transmission range, which the sensor has to 
1 5 cover. Basically the transmission power should be enough to reach the 
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next relay on the path from this sensor to the gateway, as specified in the 
routing algorithm. Relay sensors will receive the forwarding table that 
identifies where data packet to be forwarded to and what transmission to 
be covered. 

5 [0069] The forwarding table consists of ordered pair of the form: (time 
slot, data-originating node, and transmission range). The "time slot" entry 
specifies when to turn the receiver on in order to listen for an incoming 
packet. The "source node" is the sensor that originated this data packet, 
and "transmission power" is the transmission power to use to send the 

10 data. This transmission power should be enough to reach the next relay 
on the path from the originating sensor to the gateway. It should be noted 
that the intermediate sensors on the data routes are not specified. Thus, it 
is sufficient for the relaying nodes to know only about the data-originating 
node. The transmission range ensures that the next relay node, which is 

1 5 also told to forward that data packet, can clearly receive the data packet 
and so on. Such approach significantly simplifies the implementation 
since the routing table size will be very small to maintain and the changes 
to the routes will be quicker to communicate with the sensors. Such 
simplicity is highly desirable to fit the limited computational resources that 

20 sensors would have. We rely on the sensor organization and smart data 
fusion to tolerate lost data packets by allocating redundant sensors and 
applying analytical techniques. 
[0070] The slot sizes for the refresh and reroute phases are equal since 
they cover all sensor nodes in the cluster. Both slots are smaller than the 

25 slot for the data transfer phase. This is due to two reasons. First, the 
routing packet is typically less than the data packet. Second, during the 
data transfer phase many nodes are off which motivates larger slot sizes 
In the other phases, all nodes must be on and communicating with the 
gateway. To avoid collision while packets are in transient, the slot size in 

30 the refresh and reroute phases should be equal the time required to send 
a routing packet with maximum length plus the maximum propagation time 
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in the network, as calculated by the gateway. The slot size in the data 
transfer phase equals the time required to send a data packet with 
maximum length plus the maximum propagation time in the network. 
[0071] Refer now to FIG. 9, which shows an example of slot 
5 assignment in accordance with our invention. Slot assignment is 

performed by the gateway and informed to the nodes during the rerouting 
phases. Different algorithms can be used for slot assignment. Currently, 
we assign each sensor a number of slots for transmission based on its 
current load. This slot assignment is contiguous. Nodes 1, 4, and 5 acts 
10 as sensor so they are assigned one slot for transmitting their data. Sensor 

2 serves as a relay for sensors 1 and 4, so it is assigned two slots. Sensor 

3 acts as a sensor and a relay. It is assigned one slot for transmitting its 
own sensor data and 3 slots to relay other sensor packets. In this 
example, the gateway informs each sensor of the slots it is going to 

1 5 receive packets from other sensors and the slots it can use to transmit the 
packets. For example, the gateway informs sensor 3 that it should turn its 
receiver on in time slots 2-4 (corresponding to the transmission slots of 
nodes 2 and 5) to receive packets and that it can use time slots 5-8 to 
transmit its packets. 

20 [0072] It should be noted here that the contiguous slot assignment 
algorithm might lead to instantaneous buffer overflow. For example, if 
sensor 3 in FIG. 9 has only a buffer for two packets, then it can happen 
that it receives, in slots 2-4, three packets from nodes 2 and 5. This may 
lead to packet drop due to buffer overflow. However, if transmission and 

25 receiving slots were interleaved, this overflow cannot happen. 

List of Acronyms used in the Detailed Description of the Invention 
[0073] The following is a list of the acronyms used in the specification 
in alphabetical order. 
30 GPS global positioning satellite 

MAC media access control 



f 
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QoS quality of service 

TDMA time division multiple access 

Alternate Embodiments 

5 [0074] Alternate embodiments may be devised without departing from 

the spirit or the scope of the invention. For example, the individual 

sensors and the gateway can be mobile instead of stationary. 

***** 
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CLAIMS 

What is claimed is: 



1 [c1] 1 . A method of building and managing a network including nodes 

2 of wireless sensors (100), wherein each sensor is capable of 

3 detecting environmental parameters, receiving digital data, 

4 transmitting digital data and relaying digital data received from 

5 another sensor, said method comprising the steps of: 

6 (a) deploying (step 41 ) the sensors over a predetermined 

7 geographical area; 

8 (b) determining (step 42) the geographic location of each 

9 sensor; 

1 0 (c) clustering (step 43) the sensors into a plurality of groups, 

1 1 wherein each group further includes a gateway that is 

12 responsible for relaying data from each sensor in the group to 

13 a control node (11); 

14 (d) setting (step 44) network data routes to minimize energy 

15 consumption using a cluster-wide routing table at each 

1 6 gateway and smaller local forwarding tables at the sensors, 

17 said routing and forwarding tables determining 

1 8 (i) whether each sensor will transmit and receive data, 

1 9 either directly from a specific one of said gateways or 

20 indirectly with one of said gateways via relaying from a 

21 specific plurality of other of said sensors, and 

22 (ii) when each sensor will transmit and receive data; 

23 (e) modeling (step 45) the energy available at each sensor by 

24 using a mathematical equation, where said equation considers 

25 the amount of time that the sensor is performing various 

26 functions and the amount of energy each function consumes, 

27 said various functions comprising, 

28 (i) the detection of environmental parameters, 

29 (ii) the reception of digital data, and 
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(iii) the transmission of digital data; 

(f) detecting (step 46) environmental parameters and relaying 
data to the control node; and 

(g) re-setting (step 47) the network data routes to compensate 
for changes in the amount of energy available at each sensor. 

The method recited in Claim 1 , wherein the step of routing the 
network (step 44) minimizes a total cost function for the network, 
wherein the total cost function further comprises the following cost 
factors: 

(a) a communication cost factor (CF1 ); 

(b) a remaining energy available cost factor (CF2) that favors 
network nodes with more energy or those with less energy; 

(c) an energy consumption rate cost factor (CF3) a sensing 
enabled cost factor (CF3) that disfavors using sensing-enabled 
nodes as relay nodes; 

(d) an enabling cost factor (CF4) that favors using presently 
enabled versus presently inactive nodes and disfavors using 
sensing-enabled nodes as relay nodes; and 

(e) a routing cost factor (CF5) that avoids adding 
communication paths that exceed a predetermined maximum. 

The method recited in Claim 1 , wherein the step of rerouting 
the network (step 47) is based on the following three criteria: 

(a) a sensor reorganization, when an event occurs that 
requires the reselection of active sensors; 

(b) a change in sensor battery level; and 

(c) an adjustment to said mathematical equation that models 
the energy at a sensor. 
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1 [c4] 4. A method of managing a network including nodes of wireless 

2 sensors (1 00), wherein each sensor is capable of detecting 

3 environmental parameters, receiving digital data, transmitting 

4 digital data and relaying digital data received from another sensor, 

5 said method comprising the steps of: 

6 (a) setting (step 44) network data routes to minimize energy 

7 consumption by creating a table that details the 

8 interconnectivity of the network where said interconnectivity 

9 defines for each of the various sensors, 

1 0 (i) whether that sensor will transmit and receive data 

1 1 whether directly from a specific one of said gateway nodes 

1 2 or indirectly with one of said gateway nodes via relaying 

1 3 from a specific plurality of other of said sensors and 

14 (ii) when that sensor will transmit and receive data; 

1 5 (b) modeling (step 45) the energy available at each sensor by 

16 using a mathematical equation, where said equation considers 

1 7 the amount of time that the sensor is performing various 

1 8 functions and the amount of energy each function consumes, 

1 9 said various functions comprising, 

20 (i) the detection of environmental parameters, 

21 (ii) the reception of digital data, and 

22 (iii) the transmission of digital data; 

23 (c) detecting (step 46) environmental parameters and relaying 

24 data to the control node; and 

25 (d) re-setting (step 47) the network data routes to compensate 

26 for changes in the amount of energy available at each sensor. 



1 [c5] 5. A system for managing a network of sensors, said system 

2 comprising: 



4 
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3 (a) a plurality of sensors, each sensor capable of detecting 

4 environmental parameters, said sensors being arranged in a 

5 plurality of clusters; 

6 (b) a gateway associated with each of said clusters and 

7 receiving sensor data from the sensors in its cluster, said 

8 gateway including a table that details the interconnectivity of 

9 the sensors in its cluster, models the energy available at each 

1 0 of its sensors, and transmits control signals to its sensors to 

1 1 change the connections of its sensors accordance with 

12 changes in the amount of energy available at said sensors; 

13 and 

14 (c) a control processor for receiving sensor data from each 

15 gateway. 
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FIG. 3 
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CF1 = CO * (DISTANCEy) 1 - 

CF2= C1 *F(ENERGY j ) 
CF3 = C2 * (MAXTIME - J.) 
CF4 = C3 + C4 
CF5 = C5 

CF6= C6 * (DISTANCE^) 
CF7 = C7 * (OVERALL LOAD) 

FIG. 6 
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Input: 

• Gateway Node g 

• Initially sensing-enabled set of nodes N 

• Relay Nodes (initially all non-sensor nodes) R ~ V 
n£(NV{g}) 

• Cost functions for each connection between 2 
nodes dy 

• Initial Distance Function D„ between g and each 
viodsne(NvR) 

Output: 

• T : Set of routes (node lists) between g and each 
sensor node of N 

• R: Updated set of routing-enabled nodes = V r € 



Algorithm: 

Init: D n = 00 (Maximum distance) 

1. M={g} 

2. D n = dgnfox each node n^(N^R) 

3. Find w e (N vR) such that Av = min^DJ 

3.1. addwtoM 

4. Update Z)„ = /w/flf „ Dw+dmJ 

5. Repeat until M = N vr 
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